Key Financial Secrecy Indicator 4:
Other Wealth
What is measured?
This indicator assesses the ownership transparency of real estate and of valuable assets stored
in freeports.
1. Regarding real estate: it assesses whether a jurisdiction requires online publication of
the beneficial and/or legal owners of real estate for free and in open data or at a
maximum cost of US$ 10, € 10 or £ 10,1 updated at least on an annual basis;
2. Regarding freeports: it assesses whether a jurisdiction offers and promotes its
freeports (or similar venues such as bonded warehouses) for the storage of high-value
assets, and whether it requires the registration and cross-border automatic exchange
of the identities of legal and/or beneficial owners (BO) of the stored valuables.
Accordingly, we have split this indicator into two components. The overall secrecy score for
this indicator is calculated by simple addition of the secrecy scores of each of these
components. The secrecy scoring matrix is shown in Table 1, with full details of the assessment
logic given in Table 5 below.
Real estate whose beneficial owners live in the actual building is exempt from the public
disclosure requirement. If a beneficial owner of real estate property can provide proof that
her/his tax residency is at the same address, the identities of the owners would not need to
be disclosed. All other real estate ownership needs to be disclosed in a central registry run by
a government agency which is publicly accessible via the internet.
To meet a reasonable standard, published ownership information must comply with minimum
requirements. In the case of beneficial owners, the information must relate to the natural
human beings who have the right to enjoy ownership of the rewards flowing from ownership
of the entity, as prescribed by anti-money laundering standards.2 For this purpose, trusts,
foundations, partnerships, limited liability corporations and other legal persons or structures
do not qualify as beneficial owners. Different percentage thresholds of control or ownership
applied in the definition of the beneficial owner are disregarded in this indicator as long as the
definition and threshold of a beneficial owner is the same or stronger than the requirements
of the Financial Action Task Force (FATF) and the European Union (see KFSI 3).3

Table 1: Secrecy Scoring Matrix KFSI 4

Regulation
[Secrecy Score: 100% = full secrecy;
0% = full transparency]

Online for
free & in
open data

Online for
free, no
open data

Secrecy score
if for free and
in open data
format

Secrecy score
if for free, but
not in open
data format

Online at
small cost
Secrecy score
if against cost
of up to
10€/US$/GBP

COMPONENT 1: REAL ESTATE OWNERSHIP (50%)
Incomplete Ownership or high cost
Updated and complete real estate ownership is not
open to the general public or not consistently
available online for a cost of up to 10€/US$/GBP.

50%

Complete Legal Ownership
Complete and updated details on legal owners of
real estate are consistently available to the general
public online (but no, incomplete or not updated
beneficial ownership information).

35%

40%

45%

20%

25%

30%

0%

5%

10%

Complete Beneficial Ownership
Complete and updated details on beneficial owners
of real estate are published online (but no,
incomplete or not updated legal ownership
information).

Complete Beneficial and Legal Ownership
Complete and updated details on all beneficial
owners and on all legal owners are published online.

COMPONENT 2: FREEPORTS (50%)
Incomplete or No Ownership Registration
Freeports are available & promoted, but no information on legal or beneficial ownership of assets
held in freeports is consistently registered by local public authorities.

50%

Legal but not Beneficial Ownership Registration – No automatic notice
Freeports are available & promoted, and updated and complete legal ownership information of
stored assets is always registered, but not always sent automatically to countries of residence of
the beneficial owners.

37.5%

Legal and Beneficial Ownership Registration – No automatic notice
Freeports are available & promoted, and updated and complete legal and beneficial ownership
information of stored assets is always registered, but not always sent automatically to countries of
residence of the beneficial owners.

Complete registration and automatic notice to the owner’s residence jurisdiction,
or freeports are not promoted or do not exist
Updated and complete legal and beneficial ownership information of stored assets is always
registered and sent automatically to countries of residence of the beneficial owners. OR

Freeports do not exist or are not promoted for high-value asset storage.
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25%

0%

A prerequisite for ownership information to be considered publicly available is that the
information must be kept by a public registry maintained by a governmental authority. A
governmental authority is used interchangeably here with “government agency” or “public
institution”. In contrast, if the registry or access to registry data is managed by a private entity
we consider that it is not publicly available.4 Furthermore, a publicly available register should
include a search function that allows searching by street address of the real estate.5 While the
registry should be centralised for a jurisdiction, it does not yet need to cover its entire territory.
It is sufficient if the registry is set up so as to aim at including the whole jurisdiction and it is
clearly explained which areas are covered, and if no administrative subdivision holds a
separate register or authority to object to data collection and provision.
For published ownership information to be considered updated, the relevant data should be
required to be updated at least annually or upon any change. For ownership information to
be considered complete, it needs to comprise specific minimal elements. It should include in
case of beneficial owners:
a) the full names of all beneficial owners of the real estate, where a beneficial owner is
identified in line with or stricter than the requirements of the Financial Action Task
Force (FATF) and the European Union;6 and for each beneficial owner:
b) country of residence, and
c) full address, or passport ID-number, or year and month of birth, or a Taxpayer
Identification Number (TIN).
In case of legal owners, the minimum details required to be published online include:
a) The full names of nominees and/or trustees and/or legal entities acting as legal owners
of the real estate, and for each:
b) country of residence or incorporation, plus
i.

in case of individuals, full address, or passport ID-number, or year and month
of birth, or a Taxpayer Identification Number (TIN); or

ii.

in case of legal entities, company registration number or address of principal
place of business or registered address.

The requirements for published ownership information to be considered complete are
identical to the indicators on company and partnership transparency except for the legal
owner requirements under b) ii), where it is sufficient in the real estate registry case to provide
either a company registration number or an address (and not a combination of both).
If this data is available online but there is a cost to access it of up to 10EUR/GBP/USD, the
secrecy score will be reduced but not to zero.
To obtain a zero secrecy score, this data needs to be accessible online for free and in open
data format. Even if the cost per record is low, it can be prohibitively expensive to import this
information into an open data environment which limits the uses of the data. For example,
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access costs create substantial hurdles for conducting real time network analyses, for
constructing cross-references between companies and jurisdictions, and for new creative data
usages.7 Furthermore, complex payment or user-registration arrangements for accessing the
data (e.g. registration of bank account, requirement of a local identification number or
sending of hard-copy mails) should not be required.8
From an open data perspective, a zero secrecy score is subject to the type of license for the
use of the data, and if the data is fully downloadable from the internet. In cases where data
was found to be freely available, we have consulted the corresponding jurisdiction at the open
company data index published online by Open Corporates.9 Only if there was an open license
or no license for the reuse of the data, and if the data was freely available for download, we
considered it as open data.10
We performed a random search on each of the relevant real estate registries to ensure that
the information is effectively available and that technical problems do not persistently block
access.
The first component (real estate) of KFSI 4 draws information mainly from four different types
of sources. First, we incorporated the results of the TJN-Survey 2017. Second, we took into
consideration existing studies and research for example by the World Bank (Land Governance
Assessment Framework11) or by the European Union (European Land Information Service12).
Third, we performed an internet search for the relevant real estate registries in each of the
reviewed jurisdictions. If data on real estate owners was accessible, we then analysed a sample
for the quality of data. If doubts existed about the quality or nature of the data, we then
proceeded to analyse the local legislation, on a case by case basis.
For the second component (freeports), information has been collected through the following
means: first, a literature and media article review was conducted to identify high profile
freeports. Second, an internet search was carried out by combining a jurisdiction’s name with
the following words: “freeport”, “bonded warehouse”, “free trade zone”, “foreign trade zone”,
“storage”, “valuable storage”, “art storage” and “gold storage”. Third, the resulting information
about the existence of specific storage facilities was checked for consistency with data
collected through the TJN-Survey 2017. Fourth, for those jurisdictions with such facilities, we
reviewed FATF reports. Finally, if any source indicated that within the freeport facilities,
ownership information about those using the facilities and owning the stored assets needed
to be registered, corresponding government websites, legislation and/or regulation were
analysed to assess whether there are adequate mechanisms in place to enable the countries
in which the free ports are located to automatically send the information to countries of
residence of the owners. Where no evidence was found to confirm the existence or promotion
of freeports, the jurisdiction received zero secrecy score.
All underlying data can be accessed freely in the FSI database . To see the sources we are
using for particular jurisdictions please consult the assessment logic in Table 5 at the end of
this document and search for the corresponding info IDs (IDs 416, 418, 437, 439 and 487) in
the database report of the respective jurisdiction.
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Why is this important?
Component 1: Real Estate Registries
Secrecy around the ownership of real estate exacerbates the attractiveness of the real estate
sector for money laundering, investing the proceeds of crime and the use of aggressive tax
avoidance structures. There are a number of reasons why real estate transactions are
particularly attractive for criminals seeking to conceal and/or launder their illicit wealth. First,
money laundering through real estate does not require a lot of planning or expertise and
therefore is relatively uncomplicated and risk-free compared to other methods of money
laundering.13 Second, cash is still used often in many countries and does not leave an
electronic paper trail for investigators. Third, the high unit prices involved in real estate
transactions implies that large sums of illicit funds can be laundered without creating
suspicion, since these are more difficult to detect in a deep and large pool of regular high value
real estate transactions.14 In addition to these factors several recent case studies have shown
that without public pressure the willingness and motivation of governments to control and
limit the influx of dirty money from abroad is very low.
Public registers with complete legal ownership as well as ultimate beneficial owners would
increase the pressure for proper oversight and mitigate the high risks of illicit activity. Yet to
date there is no public register of those ultimately owning and controlling real estate
anywhere in the world. The absence of easily accessible information even on legal owners of
real estate cause investigations to slow down or even fail, if journalists, civil society, police or
public prosecutors dispose of no, or only complex, uncertain, costly or time consuming, means
to access real estate ownership information at home and across borders.
In March 2017, the European Parliament proposed to add centralised registries including the
beneficial owners of real estate (Art. 32b) as a requirement of an updated Anti-Money
Laundering directive.15 However, that proposal does not contemplate public access to those
registers, but restricts access to domestic competent authorities and financial intelligence
units.
In countries with public beneficial ownership for domestic companies, a public register on
beneficial owners of real estate would also eliminate undue advantages for foreign companies
and help to avoid incentives for arbitrage. Without a public beneficial ownership registry for
real estate, there is an incentive for companies investing in real estate to use shell companies
incorporated in secrecy jurisdictions for buying real estate as a means for disguising ultimate
ownership and investors.
The mechanisms used for money laundering in the real estate sector are well known and there
are many examples of real estate being abused for money laundering. The FATF described in
2007 how one of the often-used structures to launder money consists in manipulating the
valuation of real estate through a complex chain of transactions. First, the launderers set up
shell companies to buy property. Soon after the purchase, these companies are voluntarily
wound up and the criminals who set them up then repurchase the real estate at a higher price
than it was originally bought. The (criminal) origin of the capital for this second purchase of

5 2018 © Tax Justice Network

the same real estate remains concealed and the money is laundered in the hand of the seller
in the second real estate transaction.16 In their 2017 report on money laundering risks in four
major real estate markets, Transparency International shows that existing oversight and antimoney laundering rules don’t work effectively. 17
For example, in the corruption scandal around the Malaysian Sovereign Wealth Fund 1MDB,
a US civil lawsuit alleges that over US$3.5 billion of taxpayer funds were diverted to buy,
among others, luxury real estate in the US and the UK.18 A complex and multi-layered web of
accounts and companies helped disguising the source of funds and the real owners controlling
the real estate. Pooled accounts by major US law firms were allegedly playing a central role to
get the laundered money into the US. If a central and public register of ownership of real
estate had existed in the US, the law firms involved in handling the dubious transactions and
clients might have thought twice about the reputational risks of engaging with these actors.
In order to address money laundering in the real estate sector, Transparency International
recommended, among others:
“Governments should require foreign companies that wish to purchase property
to provide beneficial ownership information. Preferably, this information should
be kept in a beneficial ownership registry and made available to competent
authorities and the public in open data format”. 19
Stories about wealthy individuals from Russia, Kazakhstan and other former Soviet Union
countries buying real estate in Switzerland at highly inflated prices have been viral at least
since 2010. An official overseeing construction in a Swiss canton said that money did not
matter for the buyers – even if a zero is added to the market price, they would still buy it.20
Even organised crime groups, such as the Russian and Italian mafias, have been reported to
use real estate for money laundering especially around the Lake Zurich, Lake Geneva and
Ticino regions.21 Concerns about money laundering in Swiss real estate persisted in 2017.22
The UK property market is no less an investment destination of choice for dubious characters.
Global Witness revealed in 2015 how a real estate empire worth £147 million in
well-known London locations appeared to be “owned by someone with ties to Rakhat Aliyev,
a notorious figure from Kazakhstan, accused in the EU of money laundering and murder” (page
123). An investigative documentary entitled 'From Russia with Cash' illustrated how the London
property market is awash with billions of pounds of corruptly gained money which has been
laundered by criminals and foreign officials. The documentary emphasised the need for
creating in the UK a central public land registry of foreign companies, setting out which land
they own.24
Similarly, various case studies in Germany illustrate how the real estate sector of BadenBaden, a health and casino resort town in the south of Germany, is owned by dubious Russian
and former Soviet Union officials.25 A study commissioned by the German federal crime
fighting agency BKA (Bundeskriminalamt) of 2013 identified high risks of money laundering in
the German real estate sector – a finding that was confirmed in 2015 in academic study.26
Real estate in New York has also been reported to be linked to wealth of dubious origin. For
example, in 2014, it was discovered through a leak that properties held by offshore companies
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in New York Central Park West were owned by a Chinese couple (Sun Min and Peter Mok
Fung). However, New York Magazine reported27 that a “[…] Hong Kong tribunal recently
convicted Sun Min of trading on inside information related to Coca-Cola’s failed acquisition of
a Chinese juice company in 2008, the same year she and her husband made their $15 million
purchase”.
In countries such as Spain, where the real estate bubble drove economic growth in pre-crisis
years, the opacity of real estate registries allowed illicit activities to thrive. In Spain, two
examples illustrate the importance of public ownership registries for real estate.
Following a legislative change (Ley Hipotecaria de 1998) under the mandate of Jose María
Aznar, the catholic church was awarded preferential treatment in registering real estates.
Without proof other than a statement by the bishop of the corresponding diocese, and subject
to no publicity requirements, the church was allowed to claim ownership over properties that
where formerly considered property of municipalities. This ad hoc silent registration process
allowed the catholic church to claim over 5000 real estates in the last two decades, setting up
in several cases for profit yet tax free endeavours.28 The investigative documentary by Jordi
Evole, “Que Dios te lo Pague” (in english “may god pay you”), covers various cases of secretive
real estate speculation carried out by the Archdiocese of Pamplona y Tudela (Navarra).29
In the coastal city of Marbella, a favoured destination for wealthy Russians,30 the public
witnessed an unprecedented money laundering scandal when in the years following the burst,
police investigations uncovered a dense criminal network with tight control over local
authorities. The municipality facilitated the construction of more than 16 000 illegal
properties, laundering over 2400 million euros for construction companies and private
individuals, while using complex legal structures to conceal effective ownership of the
properties.31
Apart from aiding money-laundering and investment of laundered money, hidden and
complex ownership structures also help facilitate aggressive tax avoidance and obstruct
accountability. When professional real estate investors create complex company structures to
reduce their taxes and real estate registers only contain the direct legal owner – often a local
special purpose company – it becomes impossible to obtain reliable information on who owns
local real estate both for the purpose of statistics to inform policy making as well as to enable
tenants and local residents to hold their landlords accountable. Two examples of real estate
investment funds from Jersey and Luxemburg and the consequences their investments have
in Germany are documented here (in German).32 As those investment funds are themselves
owned by a multitude of different shareholders, often including trusts and other investment
funds, beneficial ownership transparency will only be possible with the global application of
strict requirements going far beyond the standard 25% threshold for company registers (as
suggested in KFSI 3 company ownership).
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Component 2: Freeports
Freeports for storing valuable assets – especially art - are proliferating around the globe, with
many new major facilities announced or completed in recent years. The latest additions are
facilities in the USA (Delaware, 201533; New York, 201734) and China (Shanghai, 201735), which
were preceded by Luxembourg (2014), Beijing (2014)36 and Monaco (2013)37 and Singapore
(2010)38. The oldest actor still operating is the Ports Francs et Entrepots de Genève, which
runs a gigantic Geneva-based freeport,39 which has been in operation since 1888 and which in
1988 opened a facility at Geneva Airport.40
This boom appears to be partially driven by strong growth at the top end (sales above USD 10
million) of the art market, itself reflective of an extreme concentration of wealth in the hands
of billionaires (Deloitte 2014: 2941; Deloitte 2016: 10442). At the same time, another important
reasons for the growth in demand for storage of gold bullion in such high security places was
the financial crisis as well as the avoidance of new bank account reporting rules crafted from
2013 onwards.43 Last but not least, billionaire drug lords have been known in the past to
launder money through expensive art collections, including Joaquin Guzmán aka El Chapo
(Mexico),44 Héctor Beltrán Leyva (Mexico) and Pablo Escobar (Colombia).45
The value of assets stored in Freeports around the world is rising,46 albeit unknown, it is
believed to be in the hundreds of billions of dollars.47 But it is not only art that is stored in
Freeports. Besides art, the range of high value assets include precious stones, antiquities, cash,
gold bars, wines and even classic cars.48
Freeports are known as a 'fiscal no-man's-land'. They were originally created to boost trade
by suspending customs duties, sales taxes and value-added tax until the final delivery of the
goods outside the freeports. If no delivery is made, such taxes and customs duties will never
be paid. Historically, this might not have been an issue, because goods such as grain or other
commodities could not be stored indefinitely. However, artworks, gold, precious stones and
other luxury goods may never leave the freeport, but can be traded within the freeport
without ever leaving it. Freeports are often used to store valuable goods discreetly with a
strong emphasis on high security.
This invites all sorts of shady traders and businesses who benefit from no or low tax, and the
veil of secrecy resulting from an absence of, or weak, customs and tax checks. UNESCO
summarised the regulatory vacuum as follows:
“In some cases it is not clear whether the government or the Customs authorities
have the jurisdiction to exercise controls. The lack of control by Customs raises
problems in the fields of intellectual property, valuation fraud and other non-fiscal
offences. Moreover, controls are often carried out by random selection methods
rather than based on risk assessment or indicators and there are no clear
procedures, authority, or documentation identified to organize and carry out the
investigations.” (page 3)49
Before the recent hype of freeports for the storage of high value goods, the anti-money
laundering agency Financial Action Task Force published a report on “Money Laundering
vulnerabilities of Free Trade Zones” in 2010.50 A number of trade based money laundering
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cases with involvement of free trade zones were documented in that report. With respect to
the checks applicable, the FATF noted:
“The scope and degree of Customs control over the goods introduced, and the
economic operations carried out in FTZs, vary from one jurisdiction to another.
Consistent with the purposes of establishing free trade zones, goods introduced in
a FTZ are generally not subject to the usual Customs controls. There is therefore a
risk of exploiting the FTZ system for commercial fraud” (page 1651).
According to their classification, freeports and bonded warehouses are specific categories of
free trade zones. We are using the two latter terms interchangeably here for any such
geographical area which has an emphasis on providing storage facilities for high value goods.
Besides customs and tax exemptions, the secrecy provided by Freeports is an important
reason why they are attractive for kleptocrats and tax dodgers. The real ownership of valuable
goods and assets can remain hidden and may not even need to rely on nominees – nobody in
the Freeports may ask for their identities. The operators of Freeports are often not subject to
anti-money laundering rules (they are not so-called obliged entities) and thus are under no
obligation to identify customers, let alone beneficial owners of people renting the storage
facilities.
As a result, Freeports are frequently used for tax evasion and money laundering. Due to the
absence of registration and information exchange about those owning the assets stored in
freeports, they provide secrecy to the users and often an effective shield against investigations
unless prosecutors find out about dubious operations through other leads.
For example, an organised crime, tax evasion and money laundering operation revolving
around diamond trading was uncovered in 2004. Diamonds entered the freeport of Geneva
from Antwerp and were officially designated for transit export to third countries. However,
the diamonds in fact returned to Antwerp and were sold there on the black market.52
A related problem concerns the trading in blood diamonds. Switzerland’s Geneva freeport has
become a turntable for the global diamond trade. While customs require a clean Kimberley
certificate (proof that a diamond is not a blood diamond) for any diamond entering the
Freeport, checks about the veracity of the certificate are seldom, if ever, carried out. The
diamonds then travel on to further customers with a clean certificate stating Swiss origin, and
erasing any other origin. In just one year, Switzerland has issued 674 diamond certificates, and
exported diamonds valued at €2.3 billion.53
Another case of potential criminal activity revolves around the owner of the Geneva Freeport
and a partner facility in Singapore, Yves Bouvier, dubbed the “Freeport King”, who was
accused by a Russian billionaire over fraudulent pricing. Courts in Hong Kong and Singapore
ordered a freeze of Bouvier’s assets in 2015. Bouvier has denied wrongdoing.54
In 2016, UNESCO published a report that identified “a high risk that the freeports are used by
art dealers to store works of art from thefts, lootings or illicit excavations for resale in the
black market when things have cooled down, even many years later.” (page 2)55 A list of recent
scandals in illegal trafficking of cultural heritage involving Freeports include stolen Roman and
Etruscan antiquities and ancient Egypt treasures, including mummies, discovered in the
Freeport of Geneva.
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In December 2016,56 links between Geneva Freeport and terrorist groups such as the Islamic
State were disclosed as Swiss authorities confiscated stolen antiquities. These originated
among others from Syria’s Palmyra UNESCO world heritage site, which was devastated by the
Islamic State in 2015. Further confiscated stolen antique objects came from war torn Libya
and Yemen.57
Catering to the needs of the boom of the art and tangible asset market, in 2016 Luxembourg
invented a new type of investment fund structure that is unregulated and enables investment
into art and other tangible assets (Deloitte 2016: 104).
Ownership registration of freeport assets and real estate is therefore essential for lifting the
deliberate veil of opacity covering these particular storage hubs and the real estate market.
The costs and risks for money laundering, and the prospects of successful law enforcement
are likely to be greatly enhanced as a result.
All underlying data can be accessed freely in the FSI database
487).

(IDs 416, 418, 437, 439 and

Results Overview
Table 2: Accessibility of Real Estate Registries Overview

Number of
Jurisdictions

Percent

Decentralised: there is no central registry of real estate

20

17,9 %

Central but not online: the central registry is not consistently
available online to the general public

58

51,8 %

Online: there is a central registry that is open to the general
public and accessible online

30

26,8 %

Free: the central registry of real estate is consistently available
online to the general public and official extracts can be
obtained free of charge

4

3,6 %

Open: The central registry is available online, and registry data
can be obtained for free and in open data format

0

0%

Graph 1: Real Estate Registry Accessibility Overview
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Open

Number of
Jurisdictions

Percent of
Jurisdictions

Unavailable, Incomplete or Inaccessible
Neither legal nor beneficial ownership information is available
online, or the information available online is incomplete, or
ownership information appears to be available online at a cost
superior to 10 EUR/GBP/USD (thus considered inaccessible)

106

94,6 %

Legal Ownership (COST)
complete and updated real estate legal ownership information
can be obtained online at a cost up to 10 EUR/GBP/USD

3

2,7 %

Legal Ownership (FREE)
complete and updated real estate legal ownership information is
available online for free

3

2,7 %

Beneficial ownership (COST)
complete and updated beneficial ownership information can be
obtained at a cost up to 10 EUR/GBP/USD

0

0%

Beneficial ownership (FREE)
The central registry is available online, and registry data can be
obtained for free and in open data format

0

0%

Table 3: Availability of Real Estate Ownership Information

Graph 2: Jurisdictions where research findings indicate the
promotion of freeports and/or bonded warehouses for the storage
of high value assets
No Freeports or No Promotion: AD, AG, AI, AW,
BB, BE, BH, BN, BO, BR, BS, BW, BZ, CK, CL, CR,
CW, CZ, DK, DM, DO, EE, ES, GD, GM, GR, GT, HR,
ID, IE, IL, IM, IS, IT, JE, KN, LB, LC, LR, LT, ME, MH,
MK, MS, MV, MX, NO, NR, NZ, PH, PL, PR, PY, SC,
SE, SI, SK

38%
62%

Freeports Promotion: AE, AT, AU, BG, BM, CA, CH,
CN, CY, DE, FI, FR, GB, GG, GH, GI, HK, HU, IN, JP,
KE, KR, KY, LI, LU, LV, MC, MO, MT, MU, MY, NL,
PA, PT, RO, RU, SA, SG, TC, TH, TW, US, UY

Among the jurisdictions found to promote freeports and/or bonded warehouses for the
storage of valuable assets, only one of the considered jurisdictions requires systematic
reporting of the legal owners of such assets to a public authority: Switzerland. In other
jurisdictions, such as the United States, Thailand, Monaco, or Malta, information on various
relevant actors is reported to a public agency; however, recorded information potentially
refers to the “importer” or “agent”, instead of the legal or beneficial owner of an asset. It is
worth noting that in many cases, logistics companies and other intermediaries act on behalf
of the owners, appearing in customs documents as the “importer” of the asset in question.
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Table 4: Other Wealth Ownership - Secrecy Scores
Country Name

Score

Andorra
Anguilla
Antigua & Barbuda
Aruba
Australia
Austria
Bahamas
Bahrain
Barbados
Belgium
Belize
Bermuda
Bolivia
Botswana
Brazil
British Virgin Islands
Brunei
Bulgaria
Canada
Cayman Islands
Chile
China
Cook Islands
Costa Rica
Croatia
Curacao
Cyprus
Czech Republic
Denmark
Dominica
Dominican Republic
Estonia
Finland
France
Gambia
Germany
Ghana
Gibraltar
Greece
Grenada
Guatemala
Guernsey
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Isle of Man
Israel
Italy
Japan
Jersey
Kenya
Korea
Latvia
Moderately
Secretive 0 – 0,4

0,5
0,5
0,5
0,5
1
1
0,5
0,5
0,5
0,5
0,5
1
0,5
0,5
0,5
0,5
0,5
1
1
1
0,5
1
0,5
0,5
0,4
0,5
1
0,5
0,5
0,5
0,5
0,45
1
1
0,5
1
1
1
0,5
0,5
0,5
1
1
1
0,5
1
0,5
0,5
0,5
0,5
0,5
1
0,5
1
1
1
Secrecy Score
0,41 – 0,50

ISO

Country Name

AD
AI
AG
AW
AU
AT
BS
BH
BB
BE
BZ
BM
BO
BW
BR
VG
BN
BG
CA
KY
CL
CN
CK
CR
HR
CW
CY
CZ
DK
DM
DO
EE
FI
FR
GM
DE
GH
GI
GR
GD
GT
GG
HK
HU
IS
IN
ID
IE
IM
IL
IT
JP
JE
KE
KR
LV

Lebanon
Liberia
Liechtenstein
Lithuania
Luxembourg
Macao
Macedonia
Malaysia (Labuan)
Maldives
Malta
Marshall Islands
Mauritius
Mexico
Monaco
Montenegro
Montserrat
Nauru
Netherlands
New Zealand
Norway
Panama
Paraguay
Philippines
Poland
Portugal (Madeira)
Puerto Rico
Romania
Russia
Samoa
San Marino
Saudi Arabia
Seychelles
Singapore
Slovakia
Slovenia
South Africa
Spain
St Kitts and Nevis
St Lucia
St Vincent & Grenadines
Sweden
Switzerland
Taiwan
Tanzania
Thailand
Trinidad & Tobago
Turkey
Turks & Caicos Islands
Ukraine
United Arab Emirates (Dubai)
United Kingdom
Uruguay
US Virgin Islands
USA
Vanuatu
Venezuela

Secrecy Score
0,51 – 0,60

Secrecy Score
0,61 – 0,70

Secrecy Score
0,71 – 0,80
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Score ISO

Secrecy Score
0,81 – 0,90

0,5
0,5
1
0,5
1
1
0,4
1
0,5
1
0,5
1
0,5
1
0,5
0,5
0,5
0,95
0,5
0,5
1
0,5
0,5
0,5
1
0,5
1
1
0,5
0,5
1
0,5
0,95
0,4
0,5
0,5
0,5
0,5
0,5
0,5
0,5
0,875
1
0,5
1
0,5
0,5
1
0,5
1
1
1
0,5
1
0,5
0,5

LB
LR
LI
LT
LU
MO
MK
MY
MV
MT
MH
MU
MX
MC
ME
MS
NR
NL
NZ
NO
PA
PY
PH
PL
PT
PR
RO
RU
WS
SM
SA
SC
SG
SK
SI
ZA
ES
KN
LC
VC
SE
CH
TW
TZ
TH
TT
TR
TC
UA
AE
GB
UY
VI
US
VU
VE

Extremely
Secretive 0,91 – 1

Table 5: Assessment Logic
Info_ID Text_Info_ID

Answers
(Codes applicable for all questions: -2:
Unknown; -3: Not Applicable)

416

Real Estate Registry: Is
there a central registry of
domestic real estate
publicly available online?

0: No, there is no central registry of real estate;
1: CENTRAL: While there is a central registry of
real estate, it is not - or only exceptionally available online to the public; 2: ONLINE: Yes,
there is a central registry of real estate open to
the public and accessible online;
3: FREE: Yes, there is a central registry of real
estate available online for free; 4: OPEN: Yes,
there is a central registry of real estate
available online for free & in open data format.

437

Is legal ownership
information of real estate
available on public online
record (up to 10
EUR/GBP/USD)?

0: No, information on legal owners is not
always available online (up to 10
EUR/GBP/USD); 1: COST: Yes, legal ownership is
always available but only at a cost of up to 10
EUR/GBP/USD; 2: FREE: Yes, legal ownership is
always available for free but not in open data
format; 3: OPEN: Yes, legal ownership is always
available for free & in open data format.

487

Is beneficial ownership
information of real estate
available on public online
record (up to 10
EUR/GBP/USD)?

0: No, beneficial ownership not always
available online (up to 10 EUR/GBP/USD); 1:
COST: Yes, beneficial ownership (with the
exception of real estate where the beneficial
owner actually resides, if applicable) is always
available but only at a cost of up to 10
EUR/GBP/USD; 2: FREE: Yes, beneficial
ownership (with the exception of real estate
where the beneficial owner actually resides, if
applicable) is always available for free but not
in open data format; 3: OPEN: Yes, beneficial
ownership (with the exception of real estate
where the beneficial owner actually resides, if
applicable) is always available for free & in
open data format.

418

Are freeports/free trade
zones/foreign trade
zones/bonded
warehouses promoted as
places to store valuable
assets (e.g. gold bullion,
art, precious stones,
jewellery, cash,
antiquities, wines, cigars,
cars)?

YN
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Valuation %
Secrecy
Integrated
assessment of BO
and LO as per
assessment matrix
in KFSI 4, Table 1
(see FSImethodology or
KFSI 4 paper). If all
beneficial and legal
owners are always
registered and
updated with all
details, and made
available online in
open data format,
then zero secrecy
score. If not even
legal owners are
always registered,
or incomplete, or
not updated, 50%
secrecy score.
Eight intermediate
scores for partial
compliance.

If answer is No: 0%
secrecy score;
otherwise see
below (ID 439)

439

Freeport Owners: Is
information on legal and
beneficial owners of
assets stored in
freeports/free trade
zones/foreign trade
zones/bonded
warehouses always
registered by a
government agency, and
sent to respective
countries of residence of
the owners?

0: Neither legal nor beneficial owners need to
be reported in all cases to a domestic
government agency (e.g. customs office, a
commercial registry, tax administration, central
bank or a similar body); 1: Only legal owners
need to be reported in all cases to a domestic
government agency (e.g. customs office, a
commercial registry, tax administration, central
bank or a similar body); 2: Legal and beneficial
owners need to be reported in all cases to a
domestic government agency (e.g. customs
office, a commercial registry, tax
administration, central bank or a similar body);
3: Information on legal and beneficial
ownership is sent to the corresponding
countries of residence of the owners.

0: 50%; 1: 37.5%;
2: 25%; 3: 0%

1

We believe this is a reasonable criterion given a) the prevalence of the internet in 2017, b) as
international financial flows are now completely relying on the use of modern technology, it would be
an omission not to use that technology to make information available worldwide especially as c) the
people affected by these cross border financial flows are likely to be in many jurisdictions, and hence
need information to be on the internet to get hold of it. This criterion is informed by the open data
movement according to which all available company registry information, including accounts, should
be made available, for free, in open and machine-readable format. For more information about this see
http://opencorporates.com/; 25.8.2017.
2

FATF defines beneficial owners as the “natural person(s) who ultimately owns or controls a customer
and/or the natural person on whose behalf a transaction is being conducted. It also includes those
persons who exercise ultimate effective control over a legal person or arrangement.” See page 113 in
Financial Action Task Force 2012: The FATF Recommendations. International Standards on Combating
Money Laundering and the Financing of Terrorism & Proliferation (Updated in October 2016), Paris, in:
http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf; 31.08.2017.
3

Both the recommendations of the international anti-money laundering agency Financial Action Task
Force (FATF) and the 4th Anti-Money Laundering Directive of the European Union apply a minimum
floor of control or ownership of ‘more than 25%’ of the company in the definition of a beneficial owner
(BO) of a company. Under these rules, a natural person who directly or indirectly owns or controls 25%
or less of a company’s shares would not be identified as BO. Four members of one family suffice to
frustrate this BO registration threshold if each held 25% of the shares. See KFSI 3
or the note above for further details: http://www.financialsecrecyindex.com/PDF/3-RecordedCompany-Ownership.pdf; 12.9.2017.
4

The reasons are that the costs for accessing as well as the risks and incentives for manipulation (such
as omissions or backdating changes) of ownership information remain far higher than with publicly run
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registers. Furthermore, privately managed registers and firms usually are not covered by freedom of
information legislation, exacerbating secrecy.
5

If the online interface of the register only allows searches using some administrative identifiers of the
property (but not with street addresses or map selection), we have considered that registry information
to be available only if those administrative identifiers could otherwise be linked to street addresses
through officially recognised and freely available websites.
6

See note above.

7

These innovative ways to exploit the data are both widespread in the open data community and would
greatly increase the likelihood of identifying illicit activity hidden behind corporate vehicles. For more
information about this see http://opencorporates.com/; 26.05.2015.
8

We consider that for something to be truly ‘on public record’, prohibitive cost constraints must not
exist, be they financial or in terms of time lost or unnecessary inconvenience caused.
9

http://registries.opencorporates.com/; 30.8.2017.

10

For six principles of open data, please consult https://opendatacharter.net/; 30.8.2017.

11

http://www.worldbank.org/en/programs/land-governance-assessment-framework#2; 12.10.2017.

12

https://e-justice.europa.eu/content_land_registers_at_european_level-108-en.do; 12.10.2017.

13

For more information, see http://www.austrac.gov.au/sites/default/files/sa-brief-real-estate.pdf;
19.1.2017.
14

See: http://www.fatfgafi.org/media/fatf/documents/reports/ML%20and%20TF%20through%20the%20Real%20Estate%20
Sector.pdf; 19.1.2017.
15

See Article 32b, in:
http://www.europarl.europa.eu/sides/getDoc.do?type=REPORT&mode=XML&reference=A8-20170056&language=EN; 18.10.2017.
16

See p. 11-17 in FATF, "Money Laundering & Terrorist Financing Through the Real Estate Sector"
(June 2007) at: http://www.fatfgafi.org/media/fatf/documents/reports/ML%20and%20TF%20through%20the%20Real%20Estate%20
Sector.pdf; 19.1.2017.
17

http://files.transparency.org/content/download/2121/13496/file/2017_DoorsWideOpen_EN.pdf;
18.10.2017.
18

Attorneys for Plaintiff UNITED STATES OF AMERICA, UNITED STATES DISTRICT COURT FOR THE
CENTRAL DISTRICT OF CALIFORNIA. CV 16-16-5362, 20 July 2016.
www.justice.gov/archives/opa/page/file77166/download
19

See page 10, in:
http://files.transparency.org/content/download/2121/13496/file/2017_DoorsWideOpen_EN.pdf;
18.10.2017.
20

https://www.swissinfo.ch/eng/concerns-over-geneva-s-new-luxury-villa-owners/28615652;
18.10.2017.
21

https://www.swissinfo.ch/eng/business/real-estate-moves-to-lower-dirty-money-risks/31137176;
18.10.2017.
22

https://www.swissinfo.ch/eng/business/bricks--mortar---dirty-cash_squeezing-laundered-moneyout-of-swiss-property/43200192; 18.10.2017.
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23

https://www.globalwitness.org/documents/18036/Mystery_on_baker_street_for_digital_use_FINAL.
pdf; 18.10.2017.
24

See David Cameron speech, 3 weeks after the broadcasting of the documentary:
https://www.theguardian.com/politics/2015/jul/28/david-cameron-fight-dirty-money-uk-propertymarket-corruption; 19.1.2017
25

See chapter 3 in: Meinzer, Markus 2015: Steueroase Deutschland. Warum bei uns viele Reiche keine
Steuern zahlen, München.
26

Bundeskriminalamt 2013: Managementfassung zur Fachstudie „Geldwäsche im Immobiliensektor in
Deutschland", Wiesbaden, in:
https://www.bka.de/SharedDocs/Downloads/DE/UnsereAufgaben/Deliktsbereiche/GeldwaescheFIU/
fiuFachstudieGeldwaescheImmobiliensektor.html ;12.01.2018; Bussmann, Kai 2015: Dunkelfeldstudie
über den Umfang der Geldwäsche in Deutschland und über die Geldwäscherisiken in einzelnen
Wirtschaftssektoren, Halle.
27

http://nymag.com/news/features/foreigners-hiding-money-new-york-real-estate-20146/index1.html#print; 17.10.2017.
28

https://www.elconfidencial.com/economia/2015-07-19/la-amnistia-inmobiliaria-de-la-iglesia-llegaa-bruselas-y-abre-el-debate-sobre-la-seguridad-juridica_928274/; 19.07.2015;
https://politica.elpais.com/politica/2013/05/05/actualidad/1367768798_397124.html; 06.05.2013.
29

http://www.publico.es/espana/salvados-destapa-negocios-inmobiliarios-iglesia.html; 23.04.2012.

30

https://elpais.com/ccaa/2012/03/31/andalucia/1333216873_694353.html; 28.01.2018.
https://www.efe.com/efe/espana/sociedad/detenidos-un-capo-de-la-mafia-rusa-y-el-presidente-delmarbella-por-blanqueo/10004-3390574; 28.01.2018.
31
https://www.vanitatis.elconfidencial.com/noticias/2017-03-14/malaya-juan-antonio-rocasubasta_1347366/; 14.03.2017;
https://politica.elpais.com/politica/2016/03/30/actualidad/1459325623_034369.html; 30.03.2016.
32

Exhibit #1: GBW, in: http://www.br.de/nachrichten/inhalt/akte-gbw-konstrukt-100.html; Exhibit #2:
Taliesin, in: https://blendle.com/i/der-tagesspiegel/dustere-deals/bnl-tagesspiegel-201610080011977481; 19.10.2017.
33

https://www.nytimes.com/2015/10/26/arts/design/art-collectors-find-safe-harbor-in-delawarestax-laws.html; 17.10.2017.
34

https://static1.squarespace.com/static/54aff3a8e4b0a3366e8981e3/t/59e50f54bce1762a6dd98339/
1508183893069/USA+Today+Delaware+provides+tax+shelter+for+multimillion.pdf;
https://news.artnet.com/art-world/will-new-york-get-its-own-freeport-for-art-arcis-plans-a-taxhaven-in-harlem-878165; 17.10.2017.
35

https://news.artnet.com/art-world/le-freeport-west-bund-282939; 17.10.2017.

36

http://shanghaiist.com/2013/03/26/tax-free_beijing_freeport_of_culture_to_open_in_2014.php;
http://www.chinadaily.com.cn/beijing/2014-09/24/content_18651539.htm; 17.10.2017.
37

http://www.monaco-freeport.mc/en/welcome.html; http://www.rosemont-int.com/en/news/2811-2013-monaco-freeport/; 17.10.2017.
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38

http://www.customs.gov.sg/~/media/cus/files/insync/issue09/features/freeport.html;
https://www.economist.com/news/briefing/21590353-ever-more-wealth-being-parked-fancystorage-facilities-some-customers-they-are; 17.10.2017.
39

http://www.nytimes.com/2012/07/22/business/swiss-freeports-are-home-for-a-growing-treasuryof-art.html; 17.10.2017.
40

http://geneva-freeports.ch/fr/; 17.10.2017.

41

https://www2.deloitte.com/content/dam/Deloitte/es/Documents/acerca-de-deloitte/Deloitte-ESOpera_Europa_Deloitte_Art_Finance_Report2014.pdf; 19.1.2017.
42

https://www2.deloitte.com/content/dam/Deloitte/lu/Documents/financialservices/artandfinance/lu-en-artandfinancereport-21042016.pdf; 19.10.2017.
43

http://www.spiegel.de/international/business/art-as-alternative-investment-creates-storagebusiness-tax-haven-a-912798.html;
https://www.welt.de/newsticker/bloomberg/article116978314/Deutsche-Bank-eroeffnet-Goldtresormit-Kapazitaet-von-200-Tonnen.html; 17.10.2017.
44

https://news.artnet.com/market/inside-el-chapos-mansion-art-collector-316398; 17.10.2017.

45

https://news.artnet.com/art-world/3-drug-kingpins-art-adored-316531; 17.10.2017.

46

See: https://www2.deloitte.com/content/dam/Deloitte/es/Documents/acerca-dedeloitte/Deloitte-ES-Opera_Europa_Deloitte_Art_Finance_Report2014.pdf (p.29); 19.1.2017.
47

See: http://www.economist.com/news/briefing/21590353-ever-more-wealth-being-parked-fancystorage-facilities-some-customers-they-are;
https://www.tagesanzeiger.ch/leben/gesellschaft/Schweizer-Supersafe-in-Singapur/story/17946480;
19.1.2017
48

http://www.spiegel.de/international/business/art-as-alternative-investment-creates-storagebusiness-tax-haven-a-912798.html; 17.10.2017.
49

http://www.unesco.org/new/fileadmin/MULTIMEDIA/HQ/CLT/pdf/2_FC_free_port_working_docume
nt_Final_EN_revclean.pdf; 17.10.2017.
50

http://www.fatfgafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf;
17.10.2017.
51

http://www.fatfgafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf;
17.10.2017.
52

http://www.lalibre.be/actu/belgique/megafraude-diamantaire-51b8d007e4b0de6db9c081b0;
17.10.2017.
53

https://www.mediapart.fr/journal/international/080614/ports-francs-les-derniers-paradis-fiscauxsuisses?page_article=1; 17.10.2017.
54

https://news.artnet.com/art-world/remy-pagany-yves-bouvier-279767;
https://news.artnet.com/art-world/le-freeport-west-bund-282939; 17.10.2017.
55

http://www.unesco.org/new/fileadmin/MULTIMEDIA/HQ/CLT/pdf/2_FC_free_port_working_docume
nt_Final_EN_revclean.pdf; 17.10.2017.
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56

https://www.theguardian.com/world/2016/dec/03/looted-palmyra-relics-seized-by-swissauthorities-at-geneva-ports; 17.10.2017.
57

https://www.theguardian.com/world/2016/dec/03/looted-palmyra-relics-seized-by-swissauthorities-at-geneva-ports; https://www.borro.com/uk/borro-blog/usage-freeports-art-industry;
17.10.2017.
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